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Cloud adoption is in full swing, with 81% of organizations worldwide now using at least one cloud environment. To
keep up with the evolution of IT security both on premises and in the cloud, Netwrix Research Lab surveyed 1,610
IT professionals from 106 countries via an online questionnaire in February 2023, and compared the results to its
Cloud Data Security Reports from 2022, 2020 and 2019 and its IT Trends Report from 2020. The resulting report will
help organizations concentrate their security efforts on what really matters. Key findings include the following:

The cloud is an integral part of the IT infrastructure for
most organizations: 73% of them have a hybrid IT envi-
ronment. Moreover, on average, organizations report
that 44% of their workloads are already in the cloud.
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68% of organizations suffered a cyberattack within
the last 12 months; phishing was the most common
attack vector. On-premises infrastructures suffered
more cyberattacks than the cloud. The starkest differ-
ence was for ransomware and other malware attacks,
which were reported by nearly twice as many respon-
dents for on-premises environments (37%) as for the
cloud (19%).

Cal

The top security concern for on-premises infrastruc-
tures is understaffed IT teams, while for cloud envi-
ronments, it is lack of budget.

53% of organizations that suffered a data breach faced
financial consequences as a result. About 1 in 10 re-
ported other serious consequences, such as loss of
competitive edge, decreased sales or customer churn.
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On premises, the three most common security mea-
sures being used are backups, password management
and multifactor authentication (MFA); for the cloud, MFA
topped the list, followed by backups and encryption.

(&4

The main areas of concern for 2023 have stayed the
same since 2019: data security, network security and
cybersecurity training. Two areas that gained ground
were cloud adoption and supporting existing cloud in-
frastructures.

Identity governance topped the list of measures
that organizations plan to implement to improve
cybersecurity, both on premises and in the cloud.

AN

59% of organizations have a cyber insurance policy or
plan to purchase one within 12 months. 28% organi-
zations that have cyber insurance changed their secu-
rity approach in order to reduce their premium — and
22% had to improve their security posture to even be
eligible for the policy.
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IT ARCHITECTURE

In 2023, with remote and hybrid work now commonplace, it is no surprise that the cloud is an integral part of the IT
infrastructure for most organizations.

Organization’s IT architecture

On-premises only

19%

69%

of those who currently stays on-premises
only, plan to adopt cloud technologies.
Cloud only

8%

37%

of those who currently stays on-premises
only, plan to adopt cloud technologies
within the next 12 months.

Hybrid

73%

On average, organizations report that 44% of their workloads are already in the cloud, and they expect that share
to increase to 55% by the beginning of 2024.

What percentage of your organization workloads are al- What percentage of your organization workloads are
ready in the cloud? planned to be in the cloud 12 months from now?

44% 95%




Cloud adoption progressed more slowly than our
respondents anticipated in past year: The average
share of workloads in the cloud inched up from 41%
to 44%, not to 54% as the 2022 survey respondents

expected.

The slower pace of cloud adoption
proves that organizations are
addressing this challenge with
diligence. Moving to the cloud is

not a copy-and-paste thing — it
requires careful planning, expectation
management, and sufficient resources
for process testing and re-engineering.
Forced attempts to accelerate cloud
migration can lead to significant
expenses overrun and can even require
costly architecture redesign if issues
are found later in the process.
Accordingly, it is vital to use security
tools that help cover both on-prem

and cloud systems to avoid security
incidents when the IT environment is in
its most vulnerable state: the state of
change.

Dirk Schrader
VP of Security Research at Netwrix
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Indeed, in 2022, the main factor slowing cloud adoption,
named by 41% of organizations, was integration with the
existing IT environment, and only 11% of respondents
said they were moving to the cloud as quickly as they
needed.

IT projects generally tend to take longer
than expected, and migration to the
cloud is no exception. The devil is in the
details: Companies have accumulated
significant on-prem infrastructure and
switching to the cloud while maintaining
business operations is not easy.
Software as a service (SaaS) is typically
the most cost-effective approach, but
vendors rarely offer SaaS solutions

that are fully equivalent to their on-
prem products. Migration paths are not
simple either; business applications
may be deeply integrated with other
systems, making migration costly and
disruptive. A lift-and-shift approach
might appear to be the easiest because
on-prem products can be run on virtual
machines in a cloud datacenter — but

it still requires migration and can lead
to increased hosting costs. As a result,
companies quickly get into hybrid mode
with cloud-native applications like email
and CRM but still must maintain on-
prem infrastructure for tools that are
hard or costly to migrate.

Dmitry Sotnikov
VP of Product Management
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SECURITY CHALLENGES

Before digging into current threat landscape, we asked our respondents to share their thoughts about what hinders
their efforts to ensure the security of sensitive data that their organizations store. Understaffing of the IT team
topped the list, followed by lack of budget and employee mistakes.

What are the biggest challenges you face while trying to ensure data security?

IT or security team being understaffed I, o
Lack of budget | N REEREE ¢
Employee mistakes or negligence | N NN "
Lack of expertise in cybersecurity || N | N :°*
Inconsistent tools and processes due to multiple I 2
workloads across IT infrastructure
Business pressure for rapid digitalization, I
transformation or growth
Lack of visibility into sensitive data || | [ I 24"
Difficulty securing endpoints _ 21%

Malicious actions by business users | NN 14%

10% 20% 30% 40% 50% 60% 70%



Employee errors and negligence are a
big area of concern as well. Along with
cybersecurity training, business users
need help from technology. In particular,
system hardening, change control, and
identity and access management (IAM)
can help prevent improper exposure

of sensitive data and other security
incidents.

Dirk Schrader
VP of Security Research at Netwrix

When an IT team understaffed,

every working minute is critical.

The resulting stress and long hours
can lead to fatigue and possibly
mistakes, which are never a good
thing in the world of cybersecurity.
One way to address this challenge is
to automate routine tasks like access
management and Active Directory
group management. Other measures
include using mature security products
that produce fewer false positive
alerts and relying on a select group of
trusted vendors that have an extensive
portfolio and a unified support team.
Smaller organizations may want

to partner with a managed service
providers (MSP) to bridge the gaps.

Dmitry Sotnikov
VP of Product Management
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IN THE CLOUD VS ON-PREMISES

The chart above shows the security challenges facing organizations overall. When we asked the respondents about
their top challenges in each of the two parts of their IT infrastructure, clear differences came to light. In particular,
the top concern for cloud infrastructures is not understaffed IT teams but lack of budget, and mistakes by employ-
ees are less of a security concern in the cloud than on premises.

What are the biggest challenges you face while trying to ensure data security?

@® On-premises @ In the cloud

45%

IT or security team being understaffed r 7%

. . 38%

Employee mistakes or negligence 23%

37%

Lack of budget 30%

(]

%

Lack of expertise in cybersecurity 24%

25%

Inconsistent tools and processes 21%

due to multiple workloads across IT 22%

infrastructure °

Business pressure for rapid digitalization, 17%

transformation or growth 29%

e . 17%

Lack of visibility into sensitive data 179

%

- . . 14%
Difficulty securing endpoints

15%

. ) . 11%

Malicious actions by business users 10%

10



Moving to the cloud often means that IT tasks like physical security, networking and patching

get outsourced to the cloud provider, so it's no surprise that understaffing on internal IT
teams is less of a security concern for cloud-based workloads. In general, SaaS solutions
can offload more IT tasks than platform-as-a-service (PaaS) or infrastructure-as-a-service

(laaS) technologies.

Dmitry Sotnikov
VP of Product Management at Netwrix

Employee mistakes or negligence is the main concern for fully cloud-based organizations

Lack of budget is the main concern for on-premises only organizations
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SHIFT IN CLOUD SECURITY CHALLENGES OVER TIME

What are the biggest challenges you face while trying to ensure data security in the cloud?

@ 2023 @ 2022 ® 2020

30%
Lack of budget 34%
47%
27%
IT or security team being understaffed 46%
52%
25%
Lack of expertise in cybersecurity 44%
44%
23%
Employee mistakes or negligence 22%
38%

o,
Inconsistent tools and processes 22%
due to multiple workloads across IT 25%
infrastructure 26%
. e 22%
Business pressure for rapid digitalization, .
transformation or growth 21%
26%
17%
Lack of visibility into sensitive data 26%
28%
14%

Difficulty securing endpoints 9%
16%
10%

Malicious actions by business users 8%
17%

12
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We compared the results of this year’s survey with those from 2022 and 2020. Interestingly, the
top areas of concern remained the same — insufficient IT staff, budget and cybersecurity exper-
tise — far fewer respondents now worry about those challenges.

In 2022, more than half (51%) of respondents named security improvement as a primary
goal in cloud adoption. This year's survey results show that they achieved that goal — IT
teams are more confident about cloud security because they have improved their cloud

skills and learned how to use the technologies more securely.

Dmitry Sotnikov
VP of Product Management at Netwrix

Nevertheless, inconsistency in coverage of cloud and on-premises estates still poses an
issue. To avoid security gaps and ensure clear visibility, it is crucial to have tools that can
monitor the entire IT environment. For example, it's important to use an IAM product that
can integrate cloud applications into provisioning, deprovisioning workflows to unify cloud

and on-prem access management.

Dirk Schrader
VP of Security Research at Netwrix




CONTENTS

SECURITY INCIDENTS

IN THE CLOUD VS ON PREMISES

68% of organizations suffered a cyberattack within the last 12 months. Security professionals know that it's
impossible to achieve full cybersecurity, which means that the remaining 32% had a very lucky year — or just haven't
discovered the incident yet. We asked those who experienced cyberattacks to provide details on what happened.
The results show that on-premises infrastructure suffers more cyberattacks than the cloud. The starkest difference
was for ransomware and other malware attacks, which were reported by nearly twice as many respondents for on-
premises environments (37%) as for the cloud (19%).

Most common security incidents

@ In the cloud @ On-premises

- 58%
Phishing
74%
19%
Ransomware or other malware attack __ 37%
. 27%
User account compromise 31%
%
Accidental data leakage 20
24%
. 30%
Targeted attacks on premises/on
cloud infrastructure 19%
14%
Data theft by insiders 18%
. . 12%
Admin account compromise
17%
Supply chain compromise - 17%
- 16%
15%
Data theft by hackers
16%
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On-prem environments are more
vulnerable to these types of attacks

than SaaS systems as they often have
sprawling privileges on the infrastructure
level. For example, users might have
administrative rights on their computers,
privileged domain and server accounts,
database accounts, and so on. Unless

a zero-standing privilege approach is
implemented, any excessive rights enable
ransomware to compromise an endpoint
and quickly spread across the on-prem
systems.

Dmitry Sotnikov
VP of Product Management

at Netwrix

Phishing remains still the most
common attack vector. Phishing
emails used to be easy to spot, thanks
to grammar and spelling mistakes

and obviously incorrect graphics. But
the advent of Al tools like ChatGPT
will make it easy for threat actors to
quickly create well-formed messages,
including spear-phishing messages
that target specific individuals, that
are likely to fool more recipients into
clicking on malicious links or opening
infected attachments. Similarly, they
will be able to easily craft convincing
webpages that are more likely to lure
targets into providing their credentials
or other sensitive data. To be prepared
for such attacks, organizations update
their user awareness training and

pay closer attention to securing user
identities. In particular, it is essential
to implement a zero standing privilege
approach in which privileges exist only
when they are needed.

Dirk Schrader
VP of Security Research
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SECURITY INCIDENTS IN THE CLOUD

We also compared this year’s results about security incidents in the cloud to those from 2020 and 2022. While
phishing remains the most common incident type, the other incidents have shifted positions. User and admin ac-
count compromise is now in second place, with 39% of respondents experiencing it in 2023 compared to 31% in
2022 and just 16% in 2020.

Most common security incidents in the cloud

@ 2023 @ 2022 ® 2020

58%
73%
40%

Phishing

39%
31%
16%

User/admin account compromise

30%
29%
16%

Targeted attacks on cloud infrastructure

20%
25%
17%

Accidental data leakage

19%
29%
24%

Ransomware or other malware attack

17%
15%
6%

Supply chain compromise

15%
14%
7%

Data theft by hackers

14%
16%
10%

Data theft by insiders

16



Spear-phishing campaigns
target high-value accounts. With
the power of Al-based social
engineering now readily available,
attackers are well positioned to
compromise privileged accounts
and gain control of Active
Directory infrastructures. As
aresult, we see an increase in
successful credential abuse even
though fewer organizations are
reporting phishing attacks.

Dirk Schrader
VP of Security Research at Netwrix
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Attackers seek to compromise
administrative accounts because
they can use them to spread
laterally to other systems.
Gaining privileged access to
business-critical applications
and infrastructure, such as
enterprise resource planning
(ERP) and customer relationship
management (CRM) systems,
gives adversaries the ability to
destroy sensitive data or hold it
hostage for ransom. Accordingly,
it is crucial to implement a zero
standing privilege approach

that ensures administrative
accounts exist only as long as
needed to complete a specific
task, minimizing the risk of

an attacker gaining privileged
access.

Dmitry Sotnikov

VP of Product Management

at Netwrix
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DATA BREACH CONSEQUENCES

Some cyberattacks have dire consequences, including freezing operations so long that the organization goes
out of business, but most organizations survive the cyberattacks they experience. Indeed, 45% of respondents
who suffered a cyberattack say it had no significant impact on their organization. However, 40% faced unplanned
expenses, and about 1 in 10 reported other serious consequences, such as loss of competitive edge, decreased
sales or customer churn.

Data breach consequences

Noimpact [N RS >*
Unplanned expenses (e.g. to fix security gaps, paying I o
ransom, system restoring cost, etc.) °
Loss of competitive edge | R 13%
Decrease in new sales | 11%
Customer churn | 10%
Compliance fines | 10%

Change in senior leadership [ 8%

other [ 5%
Decrease in company valuation I 3%

Lawsuits [ 3%

10% 20% 30% 40% 50% 60%  70%

of organizations that suffered a data breach faced unplanned expenses as a result.

18
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BREACH COSTS

Even though not every attack results in financial damage, some can be quite costly. Indeed, nearly 1 in 6 (16%) of
organizations estimated their financial damage from cyberthreats to be at least $50,000.

Estimated financial damage due to cyberthreats

6%

47%

$0
$1-$10,000
$10,001-$50,000

17%

$50,001-$200,000

$200,001 and more

20%

Nearly 1 in 6 organizations reported at least $50,000 in financial damage from cyberthreats.

19
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THREAT ACTORS

To build an effective security architecture, it is crucial to assess who poses a threat. It turns out that IT pros are al-
most equally concerned about their own employees and external adversaries. Considering that 43% of respondents
cited employee mistakes or negligence as the main challenge to data security, it is no surprise that the internal
threat is top of mind.

Who poses the biggest risk to your data security?

our onn employees N
external actors, such as hackers R -
Contractors and partners with legitimate access | RN 34%

ourown ITstaff || A A 25
Cloud provider | 1%

10% 20% 30% 40% 50% 60% 70%

TIPS FROM DMITRY SOTNIKOV ON HOW TO MAKE IT EASIER FOR END USERS
TO STAY SAFE AND AVOID RISKY WORKAROUNDS:

Enforce the least-privilege principle with an identity governance and administration (IGA) tool that helps ensure
accurate provisioning, re-provisioning and deprovisioning of users' access.

Make it easy for admins to request the privileged access they need to complete particular tasks and
automatically remove that access immediately afterward.

Build an automated workflow so business users can simply request the access they need and data owners can
grant or deny those requests.

Implement single-sign-on (SSO) to reduce the need to authenticate separately for every system or application.

Implementing password policy and centrally-managed password vaulting software, particularly for those
systems that cannot support an organization-wide SSO program, makes it easy for users to create strong,
unique passwords and to access resources without the headache of memorizing (or worse, writing down) their
various credentials.
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The survey also revealed that organizations are much more concerned about their own employees in regard to data

security on premises than in the cloud; hackers topped the list for cloud infrastructure.

Who poses the biggest risk to your data security?

@ On-premises @ In the cloud

53%
Our own employees 329%
44%
External actors, such as hackers 46%
25%
Contractors and partners with legitimate access 23%
21%
Our own IT staff 15%
3%
Cloud provider 13%

Concerns about threat actors in the cloud shifted significantly from the 2022 survey. In particular, while 30% of re-
spondents chose their own IT staff as a top threat last year, only 15% picked that option this year.

Who poses the biggest risk to your cloud data security?

@ 2023 @ 2022

46%
External actors, such as hackers o
55%
32%
Our own employees 399
23%
Contractors and partners with legitimate access 36%
15%
Our own IT staff 30%
13%
Cloud provider 23%

21
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CURRENT SECURITY MEASURES

We asked what measures our respondents take to protect their data in the cloud and on premises. We discovered
that they do treat these parts of their IT environment differently. On premises, the three most common security
measures being used are backups, password management and multifactor authentication (MFA); for the cloud, MFA
topped the list, followed by backups and encryption.

What measures do you already take to protect your data?

@ In the cloud @® On-premises

71%
Backups 85%
75%
Multifactor authentication 68%
- 58%
Employee trainings
67%
Encryption 67%
65%
61%
Privileged access management 60%
) ) ) 56%
Review of access rights (attestation) _ 59;
Auditing of user activity [ nmAmMEEREEE 56%
. 46%
Data classification
50%
Identit aa%
entity governance
y g 43%

22



BACKUPS

Itis no surprise that backups topped the list of security
measures: Security pros are always ready for a worst-
case scenario. Dmitry Sotnikov offers the following
backup best practices:

= Limit access to backup systems by implementing
least privilege approach so no account
compromise can lead to a compromise of a
backup system.

® Back up data regularly to minimize how much of
it will be lost it in the event of an attack.

= Store backups offline and away from a common
network to make it more difficult for attackers to
access backups. A cloud-based backup service is
another option.

= Encrypt backups to complicate data extraction
even if an attacker does gain access to the
backups.

= Test backups regularly to identify any problems,
solve those in a timely manner and make sure
backups are working properly.

= Use a disaster recovery plan to recover from a
data loss event quickly and effectively. The plan
should include steps for restoring data, rebuilding
systems, and getting business back on track.

= Use audit and threat management tools to
reduce the scope of attacks and to evaluate
which systems got compromised and need to be
restored.

= Use file integrity monitoring, change
management, baselining tools to identify which
systems got compromised on the infrastructure
level.

HYBRID SECURITY TRENDS 2023

PASSWORD MANAGEMENT AND MFA

It is also no surprise that password management and
multifactor authentication ranked high on the list of
security measures.

Compromised passwords are one of
the most common initial attack vectors.
Adversaries frequently have success
using lists of common passwords, as
well as databases of leaked passwords
because people often reuse the same
credentials across sites. MFA gives
significant protection against such
attacks by adding another layer of
defense; password management
solutions make it easier for users to
choose strong and unique passwords;
and SSO reduces the number of
passwords users need to manage and
remember.

Dmitry Sotnikov
VP of Product Management
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EMPLOYEE TRAINING

Cybersecurity training is another common practice However, he adds this caution:
that can be quite effective. Users are any organization’s
largest attack surface, so identity security should stay
top of mind for every security team.

TIPS FROM DMITRY SOTNIKOV FOR
EFFECTIVE SECURITY TRAINING:

= Make it mandatory for all employees . . .
y pioy Do not rely on security training. Reduce

your attack surface by strictly enforcing
least privilege and replacing standing

regardless of their role in the organization.

= Make it relevant to the specific needs of the . . c
privileged accounts with ephemeral

organization and the employees. . . .
8 PIoy access. While training can reduce
the chance of users making security

= Make it engaging and easy to understand. . . . . .
Baging y mistakes, it does not eliminate that risk.

Minimizing the privileges granted to each
account reduces the damage that can
result from account compromise.

" Make it ongoing, security training should not

be a one-time event.

= Measure the effectiveness to ensure that it is

having the desired impact.

Dmitry Sotnikov
VP of Product Management
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PLANS FOR FUTURE SECURITY MEASURES

ORGANIZATIONAL PRIORITIES

Identity governance topped the list of measures that organizations plan to implement to improve cybersecurity
both on premises and in the cloud.

What measures do you plan to implement to protect

your data?

@® In the cloud @® On-premises

Identity governance

Data classification

Review of access
rights (attestation)

Privileged
access management

Auditing of
user activity

Employee trainings

Encryption

Multifactor
authentication

Password
management

Backups

43%
41%

41%
36%

37%
34%

31%
33%

35%
33%

34%
27%

26%
27%

21%
25%

26%
23%

22%
13%

Three of the top four planned security
measures are closely related: Identity
governance, review of access rights
(attestation) and privileged access
management (PAM) all help ensure
that the right users have the right
access to the right things at the right
time. Automating these processes
saves valuable IT team time and
improves accuracy, yielding a resilient
and agile security posture.

Dirk Schrader
g VP of Security Research at Netwrix
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IT PRO PRIORITIES

Priorities for future security measures would shift a bit if IT pros could decide on their own. PAM was their top
choice, followed by better IT training and better identity governance.

If you had a chance to make a decision on your own, what measures you would take to enhance your organization’s
cybersecurity posture?

Improve privileged access management [ NG %
Provide more or better training to IT staff | NG GGcININGE -’
Improve identity governance || GGG -
Provide more or better training to business users ||| EGTcGEG 37
Manage passwords better || NN NN 3¢
Classify our data | NN 33

Hire a managed security services provider || | [N NI "°%

Add headcount || NG "°%

Other | 3%

10% 20% 30% 40% 50% 60% 70%

IT professionals understand that reducing the attack surface is fundamental to cybersecurity. In particular,
ensuring that employees use administrative accounts responsibly can help organizations avoid costly
errors and insider attacks. Even better, PAM solutions can replace standing administrative accounts with

ephemeral accounts that have just enough rights for the task at hand — nearly eliminating the privileged

account attack surface altogether.

Dmitry Sotnikov

VP of Product Management at Netwrix
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MOST TRUSTED SECURITY MEASURES

With all the hard work IT teams are doing to keep their organizations safe, we asked them to share how they really feel
about the current state of cybersecurity. 67% of respondents say they are “more secure” or even “much more secure”
now than they were a year ago.

How do you feel about your organization’s security today vs. one year ago?

o, (o) (o)
3% 7% 23% 54%
— — — —
MUCH LESS SECURE LESS SECURE NOTHING CHANGED MORE SECURE MUCH MORE SECURE

Then we asked them to clarify what exactly improved their cybersecurity posture. By a large margin, they said it was
because both IT teams and business users are now better trained.

What happened to improve the security posture of your organization?

IT team is more experienced or skiled [ NN 65
Business users are better trained |  NEGITITININEGEGEGEGEGE -
Password management was implemented || |GG 3
Privileged access management was implemented || NN 2°%
Cloud environment was adopted || NN 26%
IT headcount increased || %%

Identity governance solution was implemented || NI 6%

Data classification was automated || N 11%

other I 9%

10% 20% 30% 40% 50% 60%  70%
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BROADER IT PRIORITIES

To assess the cybersecurity landscape at a high level, we asked respondents about their organization’s top IT priorities
for 2023. We compared the results with those from 2019 (before the Covid-19 pandemic) and 2020 (when lockdowns
were in full swing). The main areas of concern stayed the same: data security, network security and cybersecurity
training. Two areas that gained ground were cloud adoption and supporting the existing cloud infrastructure.

What are your organization’s IT priorities for 2023?

@ 2023 @ 2020 ® 2019

69%
76%

Data securit
y 74%

64%

Network security 76%

46%
Cybersecurity awareness among employees 52%
51%
38%
36%

Automating manual IT processes
53%

35%

Supporting our cloud infrastructure 339

32%
41%
43%

Data Privicy

. R 32%
Cloud adoption or migration 230/:
26%
31%
19%

Education of IT personnel

24%
29%
29%

Regulatory compliance

24%
Digital transformation 28%
33%
20%
Integrating our existing solutions 28%
34%
i 19%
IT talent acquisition 14%
9%

Implementation of Al-based solutions 12%
o

28
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CYBER INSURANCE

Cyber insurance is meant to transfer the risk of financial loss resulting from a data breach to an insurance provider.
No policy can restore an organization’s data or operations, but an insurance payout can defray the financial impact or
even prevent bankruptcy. It turns out that this approach to risk management is quite popular: 44% of organizations
are insured and 15% plan to purchase a policy within the next 12 months.

5 9 O/ of organizations have a cyber insurance policy or plan to purchase one within 12
O months.

We asked the respondents with cyber insurance what requirements they had to meet in order to qualify for a policy.
The most requested measure was multifactor authentication, followed by patch management and regular security
training for business users.

What requirements did your organization have to meet in order for the insurance company to issue a policy?

Multifactor authentication (MFA) | NG <3
patch management [ NG 55
Regular cybersecurity training for business users | EENGTGTININGNGE -7
Security information and event management (SIEM) | NN /'
Identity and access management (IAM) | NN 5%

Privileged access management (PAM) | :¢*
Idontknow |G 7%

other | 3%

10% 20% 30% 40% 50% 60% 70%
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Both MFA and patch management have long been recognized as best practices that substantially

improve an organization's security posture. Indeed, they help defend against two of the most
common attack vectors: account takeover and exploitation of known vulnerabilities. So, it is not
surprising that insurance companies check that organizations have implemented these core
security measures

Dirk Schrader

VP of Security Research at Netwrix

Nearly 3 in 10 (28%) organizations that have cyber insurance made changes in order to reduce their premium —
and 22% had to improve their security posture to even be eligible for the policy.

Did you make any changes in order to meet the requirements of the insurance company?

No, our security posture satisfied the insurer | KEGTcnTNEEEEEE 33%
Yes, in order to reduce the insurance premium I
Yes, in order to be eligible for the policy | || AN 22%
Idon'tknow | 6%

10% 20% 30% 40% 50% 60% 70%

One in five (22%) of organizations had to improve their security posture to be eligible for their cybersecurity policy.
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APPENDIX 1. ADDITIONAL FINDINGS FOR THE
ENTERPRISE SECTOR

CLOUD ADOPTION

Enterprises (over 1,000 employees) are moving to the cloud faster than smaller organizations. While on average
73% of respondents say they have a hybrid infrastructure, this number is higher for the enterprise sector (77%).
What's more, the share of those organizations which have a hybrid environment is even larger for organizations
with over 10,000 employees (88%).

IT Architecture: enterprises

1 80/0 On-premises only

o,
5 /0 Cloud only

77%

Hybrid

IT PRIORITIES

The two main IT priorities are the same for organizations of all sizes: data security and network security. Support
of a cloud infrastructure ranked third for the enterprise sector while for respondents overall, cloud associated
goals landed in the middle of the list.

Top IT priorities for the enterprise sector

Supporting our cloud infrastructure _ 41%
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SECURITY INCIDENTS

65% of organizations in the enterprise sector suffered a cyberattack within the last 12 months, which is similar
to the results among companies of all sizes (68%). The most common security incidents are the same: phishing,
ransomware, and user account compromise.

However, the largest organizations are targeted more often with ransomware or other malware attacks: 48% of
enterprises experienced this type of security incident on premises compared to 37% among organizations of all sizes.

Most common security incidents in the enterprise sector

@ In the cloud @ On-premises

64%
phishing N :
21%
Ransomware or other malware attack -_ 48‘;
(]

User account compromise

Most common security incidents in organizations of all sizes
@ In the cloud @ On-premises

58%
phishing NN :
19%
Ransomware or other malware attack -_ 37;
(]
27%
User account compromise = 310/0
(]

32



Smaller companies often
underestimate their risk of attack,
reasoning that cybercriminals
tend to target enterprises because
they store more intellectual
property (IP) and other sensitive
data. To the contrary, our

survey reveals that the risk of
cyberattack is virtually the same
regardless of company size —
every organization has valuable
data, such as customer and
employee information, and is
therefore a target for attackers.

Dirk Schrader

VP of Security Research at Netwrix

However, the enterprise sector
suffers malware attacks at

a higher rate than smaller
organizations. After all,
ransomware operators want to
maximize their profits, so they
consider which organizations
are most likely to pay a ransom
to reduce business downtime —
and the larger an organization
is, the costlier an operational
disruption will be.

Dmitry Sotnikov

VP of Product Management

at Netwrix
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COST OF CYBERATTACKS

The enterprise sector also reports larger expenses as a result of cyberattacks than their smaller counterparts.
Indeed, 28% of enterprises estimated their financial damage from cyberthreats to be at least $50,000, compared to
just 16% among organizations overall.

To address the risk of financial loss due to cyberthreats, 58% of enterprises already have a cyber insurance policy
or plan to purchase one within the next 12 months.

Estimated financial damage due to cyberthreats in the enterprise sector

7%
7%

35%

0
14% '
(o]
$1-$10,000
$10,001-%$50,000
$50,001-$200,000

$200,001-$500,000

$500,000 and more

23%

14%

3 8 O/ of enterprises opt to enhance their security posture in order to reduce their insurance premium,
(o)

compared to 28% among organizations of all sizes.
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ADDITIONAL FINDINGS FOR THE SMALL
ORGANIZATIONS SECTOR

CLOUD ADOPTION

More than two-thirds (68%) of small organizations (under 100 employees) have a hybrid IT architecture. The
remaining 32% are either only on premises or only in the cloud, which is higher than among organizations of all
sizes (27%). What's more, only 45% of the small organizations that are currently exclusively on-premises plan to
adopt cloud technologies, compared to 69% among respondents overall.

IT Architecture: Small Organizations

22%

On-premises only

68%
Hybrid

10%

Cloud only

On one hand, there are a lot of cloud-native small businesses, born when cloud
was already an integral part of the IT landscape. On the other hand, many small

organizations made significant investments into their on-premises infrastructure
and simply might not have the budget to migrate to the cloud.

Dirk Schrader
VP of Security Research at Netwrix
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IT PRIORITIES

The three main IT priorities are the same for
organizations of all sizes, including small businesses:
data security, network security and cybersecurity
awareness among employees. When we asked IT pros
what they would do to improve the security posture
of their organization if they had a chance to decide on
their own, their top choice was IT staff training.

How IT Pros at Small Organizations Would Improve Security

Provide more or better training to IT staff
Improve privileged access management

Provide more or better training to business users

Small organizations usually do not
have a dedicated security professional;
instead, their IT team — sometimes

a single sysadmin — must take care

of both systems and data security. In
such circumstances, it is essential to
reduce infrastructure complexity to
streamline security processes.

Dirk Schrader

VP of Security Research at Netwrix

In addition, small organizations
can consider outsourcing
security-related tasks to a
managed service provider (MSP)
or managed security service
provider (MSSP). This approach
not only eliminates the need

to hire additional internal IT
talent but can also reduce the
cost of maintaining security
software. For example, if a

new compliance requirement
arises, the MSP can make

the necessary changes once,
implement them across their
customer base, and share the
cost of the customization among
those clients.

Dmitry Sotnikov

VP of Product Management

at Netwrix
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SECURITY CHALLENGES

All organizations, regardless of size, are a target for cybercriminals. The most common security incidents are the
same for small organizations and for respondents overall: phishing, ransomware and user account compromise.

However, smaller organizations usually have less resources and experience with which to address security threats.
Indeed, lack of budget is the top security challenge that small companies say they face.

Biggest Security Challenges for Small Organizations

Provide more or better training to IT staff _ 47%
Improve privileged access management _ 46%
Provide more or better training to business users _ 41%

5 0 O/ of small organizations have a cyber insurance policy or plan to purchase one within 12 months
(o

to defray the impact of cyberattacks.

Cost efficiency is top of mind for small organizations. To improve their security posture,
these organizations may want to seek out solutions with tiered pricing, so they can start
with a smaller number of licenses and scale up as they reap the benefits of the tool. In

addition, partnering with a vendor that offers multiple solutions is a way to get a larger
discount for using several tools.

Dirk Schrader

VP of Security Research at Netwrix
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APPENDIX 2. MANAGED SERVICE PROVIDER

(MSP) SECTOR

CLOUD ADOPTION

Managed service providers adopt the cloud faster than organizations of other types. While 90% MSPs use the cloud,
this number is 81% for organizations overall. What's more, 67% of the MSPs that are currently on-premises only

plan to adopt cloud technologies.

IT Architecture of MSPs

10%

On-premises
only

The cloud gives greater flexibility,
which is crucial for MSPs, as they need

to continuously adapt to client needs

to prevent customer churn. In addition,
cloud expertise is essential for the MSP
sector because their clients tend to
involve MSPs in the planning of their
own journey to the cloud.

7%

Cloud only

The MSP business model relies on low
total cost of ownership and standardized
tooling that can be easily replicated across
multiple clients. Therefore, MSPs tend to

use cloud-based SaaS solutions where
possible, since maintaining separate
on-premises deployments is more time
consuming.

Dmitry Sotnikov
VP of Product Management




IT PRIORITIES

The top IT priorities for the MSP sector are network security and data security, both of which were named by

around 7 in 10 MSPs. Because MSPs are integral to their clients’ IT operations, they need to secure both their own
networks and their clients’ sensitive data.

Top IT Priorities for MSPs

Cybersecurity awareness among employees ||| NS 9%

The ultimate goal of network compromise is usually to gain access to sensitive data. If

an MSP’s network is breached, the attackers can steal, destroy or encrypt its customers
data — which could be catastrophic for the MSP’s business. By prioritizing both network
security and data security, MSPs demonstrate their commitment to safeguarding client

information from supply chain attacks and other threats.

Dmitry Sotnikov

VP of Product Management at Netwrix
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SECURITY INCIDENTS

61% of MSPs spotted a cyberattack within the last 12 months, which is lower than the results among organizations
overall (68%). The most common security incidents are the same: phishing, account compromise and ransomware.

Most common security incidents in the enterprise sector

@® In the cloud

Phishing

Ransomware or other malware attack

User account compromise

MSPs typically provide services such
as IT environment management for
multiple clients. This makes them a
valuable target for attackers, since

compromising a single MSP account
can enable access to numerous client
systems.

Dirk Schrader

VP of Security Research at Netwrix

@ On-premises

38%
50%

17%
32%

19%
22%

MSPs hold the keys to the kingdoms

of their clients. To ensure their clients’
safety, it is vital for them to reduce risk

by implementing zero standing privilege
and password security solutions, as well
be ready to defend against cyberattacks
with effective identity threat detection and
response tools and recovery capabilities.

Dmitry Sotnikov

VP of Product Management




THE EDUCATION SECTOR

IT ARCHITECTURE

77% of educational institutions have a hybrid IT architecture while only 5% are cloud-only. Of the remaining 18%
that are strictly on premises, 68% plan to adopt cloud technologies moving forward.

IT Architecture of Educational
Institutions

18%

On-premises only

77%
Hybrid 5%

Cloud only

SECURITY INCIDENTS

69% of organizations in the education sector experienced a security incident within the last 12 months. We asked
those who suffered one or more cyberattacks to provide details on what happened. The survey revealed that 3 out
of 4 attacks (75%) in the education sector are associated with the compromise of an on-premises user or admin
account, compared to 48% among other verticals.

Most Common Security Incidents @ In the cloud @ On-premises
in the Education Sector
Phishing o
User account compromise
17%
Ransomware or other malware attack 41%
(]
9%
Admin account compromise - o
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Organizations in the education
sector handle a variety of
accounts — staff, contractors,
educators, students, alumni

— with a high turnover rate.

Even if identity management is
automated, it is a challenge to
keep users trained on security
best practices because there is

a continual supply of newcomers.

In addition, students may lack
experience in spotting phishing
emails or fake websites asking
for their credentials. To address
these challenges, it is essential
to mandate security training
within the first few weeks and
repeat it on a regular basis.

Dmitry Sotnikov

VP of Product Management

at Netwrix

To enable research and
collaboration, educational
institutions often provide a
variety of shared devices and
systems exposed to the internet
— creating a massive attack
surface.

To mitigate risk, it is crucial to
enforce strong password policies
that prevent the use of weak

and compromised passwords,
implement multifactor
authentication (MFA), and adhere
to the least privilege principle.

In addition, automated detection
and response solutions can help
IT deal with account compromise
and abuse in a controlled and
efficient manner.

Dirk Schrader
VP of Security Research



IT PRIORITIES

The survey also reveals that the primary IT priorities of educational institutions are the same as for organizations
overall: data security, network security and cybersecurity awareness among employees.

However, there were some differences in what measures the respondents said they would take to enhance the
security posture of their organization if they had a chance to decide on their own. Improved privileged access
management topped the list for all verticals, but demand for password management was higher in the education

sector: 43% of those respondents said they would like to manage passwords better, compared to 36% of respondents
from other industries.

Meanwhile, identity governance turns out to be in lower demand in the education sector: Only 32% of those
respondents would choose to improve this area, compared to 41% among organizations overall.

Security Improvements that IT and Security Pros in the Education Sector Would Implement

48%

0,
- 7
improve privileged access management [ N MMM "

Provide more or better training to IT staff

43%

Provide more or better training to business users _ 44%

Manage passwords better

Improve identity governance _ 32%
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THE FINANCE & BANKING SECTOR

CLOUD ADOPTION

The financial sector is adopting cloud technology at a slower pace compared to other industries. While, on average,
73% of respondents report having a hybrid infrastructure, the financial sector lags slightly behind at 62%. However,
89% of those currently relying solely on on-premises systems have plans to embrace cloud technologies.

IT Architecture: financial sector

320/0 On-premises only

62%

Hybrid

o)
6 /o Cloud only

Legislative compliance likely impedes the financial sector's swift transition to the cloud. The

intricacies mainly revolve around shared responsibilities between organizations and cloud
providers, especially when complying with mandates such as security audit site visits.

: Dirk Schrader
VP of Security Research at Netwrix




SECURITY INCIDENTS

Within the last 12 months, 77% of financial organizations detected a cyberattack, compared to 68% among other
industries. The most common security incidents were phishing, ransomware, and targeted attacks on both cloud
infrastructure and on-premises systems.

Among respondents in the financial sector, 39% encountered targeted attacks on their cloud infrastructure, higher
than the 30% reported among organizations overall. Conversely, the financial sector experiences user account
compromise less frequently compared to the market's average rate.

Most common security incidents in the financial sector

@® In the cloud

Phishing

Ransomware or other
malware attack

Targeted attacks on premises/
on cloud infrastructure

User account
compromise

Accidental data leakage

@ On-premises

61%
60%

17%
45%

39%
26%

27%
23%

17%
17%

Most common security incidents in organizations overall

@® In the cloud

Phishing

Ransomware or other
malware attack

User account
compromise

Accidental data leakage

Targeted attacks on premises/
on cloud infrastructure

@ On-premises

58%
74%

19%
37%

27%
31%

20%
24%

30%
19%

Along with healthcare, the financial
sector holds access to some of the
most critical data concerning citizens
and organizations, managing banking
information and access to funds. Any
operational disruption proves highly
problematic, increasing the likelihood
of substantial ransom payments to
attackers. Moreover, the sector's heavy
reliance on digital assets amplifies
vulnerability; virtually every banking

or financial transaction involves

a computer. This dependency on
technology, while providing agility and
speed, introduces a multitude of attack
vectors, where a single flaw can allow
an attacker to infiltrate the system.

Dirk Schrader

VP of Security Research at Netwrix
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COST OF CYBERATTACKS

The financial sector also reports larger expenses as a result of cyberattacks than other industries. Indeed, 24% of
financial organizations estimated their financial damage from cyberthreats to be at least $50,000, compared to
just 16% among organizations overall.

Estimated financial damage due to cyberthreats in the financial sector

6%

1%

17% 40%

$0

$1-$10,000
$10,001-$50,000
$50,001-$200,000
$200,001-$500,000

$500,000 and more

24%
12%

result into a data breach.

6 0 0/ of financial organizations face financial consequences due to cyberattacks even if they do not
(o)
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CYBER INSURANCE

Organizations with the financial sector consider purchasing a cyber insurance policy more often than other
industries. 73% of respondents either have such a policy or plan to acquire one within the next 12 months,
whereas among organizations overall, this stands at 59%. Given the sector's risk profile, insurance companies
impose stricter security requirements on financial organizations: 49% of respondents needed an identity and
access management (IAM) solution, contrasting with 38% in other industries, and 48% had to comply with
privileged access management (PAM) requirements, compared to 36% in other sectors.

What requirements did your organization have to meet
in order for the insurance company to issue a policy?

@® Finance @ Other industries

authentication (MFA) _ 63%
Patch management _ 559
(]
Identity and access _ 49%
management (IAM) - 38%
Privileged access _ 48%
management (PAM) - 36%
Regular cybersecurity | DD 42%
training for business users _ 47%
Security information and - 37%
event management (SIEM) - 41%

| 2%

Other I 3%

(]

Two primary drivers compelling

the financial sector to mitigate the
impact of breaches through cyber
insurance are forensic risk analysis
and the high cost of compliance
violation fines. However, while a
policy can assist financially, it cannot
restore the reputation, a core element
of successful financial business.
Therefore, this sector stands out as
one of the most mature industries in
terms of cybersecurity.

Dirk Schrader
VP of Security Research at Netwrix
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THE MANUFACTURING SECTOR
CLOUD ADOPTION

79% of manufacturing organizations have a hybrid IT infrastructure, which is similar to most other industries.
However, only 3% of manufacturing respondents indicate being exclusively cloud-based, in contrast to 8% for other

industries.
o,
18%
IT Architecture: On-premises only
Manufacturing Sector

3%

Cloud only

79%

Hybrid

Several factors can help explain why the share of fully cloud-based organizations in the
manufacturing sector is low. First, investment cycles in the industry can last more than a
decade, so manufacturing organizations may have legacy systems and infrastructure that
are not compatible with the cloud. Second, manufacturing enterprises can be reluctant

to fully rely on cloud technologies for fear of service disruptions or internet connectivity
issues impacting their production processes. Finally, they may feel that information about
their cutting-edge technologies and other intellectual property is more secure and reliable
on their own server disconnected from the internet than in the cloud.

Dirk Schrader
VP of Security Research at Netwrix




SECURITY INCIDENTS

64% of organizations in the manufacturing sector suffered a cyberattack within the last 12 months, which is similar
to the finding among other industries (68%). We asked those who suffered one or more cyberattacks to provide
details on what happened. It turned out that the manufacturing sector experiences more attacks on their cloud
infrastructure than any other industry surveyed. Indeed, 85% spotted phishing in the cloud compared to only 58%
in other verticals, 43% faced user account compromise in the cloud as opposed to 27% among other industries, and

25% dealt with data theft by hackers in the cloud compared to 15% among organizations overall.

Most common security incidents in organizations overall

@ In the cloud @® On-premises

Phishing

Ransomware or other malware attack

User account compromise

Accidental data leakage

Targeted attacks on premises/
on cloud infrastructure

Data theft by insiders

Admin account compromise

Supply chain compromise

Data theft by hackers

58%
74%

19%
37%

27%
31%

20%
24%

30%
19%

14%
18%

12%
17%

17%
16%

15%
16%
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Most common security incidents in the manufacturing sector

@ In the cloud @® On-premises

85%
74%

Phishing

. 43%
User account compromise
35%
23%
35%

Ransomware or other malware attack

15%
30%

Accidental data leakage

. . 13%
Admin account compromise
19%
20%
19%

Targeted attacks on premises/
on cloud infrastructure

Data theft by insiders 20%
19%
Supply chain compromise 18%

pply p 17%
25%

Data theft by hackers
15%

The manufacturing sector heavily relies on the cloud specifically to work with their supply
chain in real time. Infiltration into this cloud infrastructure is a lucrative target for attackers as

it allows to move laterally and potentially compromise other linked organizations. Successful
credential abuse or malware deployed via a phishing email is just the beginning of the attack.

Dirk Schrader
VP of Security Research at Netwrix




IT PRIORITIES

The main IT priorities are the same for organizations across all industries, including the manufacturing sector: data
security and network security. But when we asked respondents what they would do to enhance their organization’s
cybersecurity posture if they had a chance to decide on their own, there were differences. Improved privileged
access management and better training for IT staff topped the list for the other industries, but the top choice for the
manufacturing sector was better training for business users.

If you had a chance to make a decision on your own, what measures would you take
to enhance your organization’s cybersecurity posture?

Provide more or better training to buisness users 49%

Improve privileged access management 46%

Manage passwords better 39%

37%

Improve identity governance

Provide more or better training to IT staff 33%

Add headcount 26%

Classify our data 26%

Hire a managed security services provider

24%

Growing level of automation and digitalization in the manufacturing sector transforms job
profiles of many employees on the production floor. As a result, people who hardly ever

encountered cyber threats at their workplace now face them almost daily and require proper
security awareness training.

Dirk Schrader

VP of Security Research at Netwrix
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